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	===================== HOUSEKEEPING =====================
	
	
	

	erase startup-config
	
	
	

	reload
	
	
	

	
	
	
	

	hostname
	
	
	

	no ip domain-lookup
	
	
	

	ip route 0.0.0.0 0.0.0.0 g0/1	(ABQ)
	
	
	

	
	
	
	

	line con 0
	
	
	

	logging synchronous
	
	
	

	exec-timeout 0 0
	
	
	

	
	
	
	

	line vty 0 4
	
	
	

	logging synchronous
	
	
	

	exec-timeout 0 0
	
	
	

	
	
	
	

	====================== INTERFACES ======================
	
	
	

	int g0/0
	
	
	

	desc TRUNK to 3560
	
	
	

	no shut
	
	
	

		int g0/0.1
	
	
	

		desc subif vlan 1
	
	
	

		encap dot1q 1 native
	
	
	

		ip add 172.16.x.1 255.255.255.0	
	
	
	

		no shut
	
	
	

		int g0/0.10
	
	
	

		desc subif vlan 10
	
	
	

		encap dot1q 10
	
	
	

		ip add 172.16.x.1 255.255.255.0
	
	
	

		no shut
	
	
	

		int g0/0.20
	
	
	

		desc subif vlan 20
	
	
	

		encap dot1q 20
	
	
	

		ip add 172.16.x.1 255.255.255.0
	
	
	

		no shut
	
	
	

		int g0/0.30
	
	
	

		desc subif vlan 30
	
	
	

		encap dot1q 30
	
	
	

		ip add 172.16.x.1 255.255.255.0
	
	
	

		no shut
	
	
	

	
	
	
	

	int g0/1                                    (ABQ)
	
	
	

		desc WAN to Instr
	
	
	

		ip add 172.30.20.1 255.255.255.252
	
	
	

		no shut
	
	
	

	
	
	
	



	int s0/0/0                                  (ABQ & LA)
	
	
	

	desc 
	
	
	

	ip add 172.16.255.x 255.255.255.252
	
	
	

	clock rate 2000000                          (ABQ)
	
	
	

	no shut
	
	
	

	
	
	
	

	int s0/0/1                                  (ABQ and SEA)
	
	
	

	desc 
	
	
	

	ip add 172.16.255.x 255.255.255.252
	
	
	

	clock rate 2000000                          (ABQ)
	
	
	

	no shut
	
	
	

	ip summary
	
	
	

	
	
	
	

	========================= EIGRP =========================
	
	
	

	router eigrp 1
	
	
	

	no auto-summary
	
	
	

	passive-interface g0/0
	
	
	

	redistribute static	(ABQ)
	
	
	

	
	
	
	

	(ABQ)
	
	
	

	network 172.30.10.0 0.0.0.3
	
	
	

	network 172.16.255.0 0.0.0.3
	
	
	

	network 172.16.255.4 0.0.0.3
	
	
	

	network 172.16.255.8 0.0.0.3
	
	
	

	network 172.16.4.0 0.0.0.255
	
	
	

	network 172.16.5.0 0.0.0.255
	
	
	

	network 172.16.6.0 0.0.0.255
	
	
	

	network 172.16.7.0 0.0.0.255
	
	
	

	
	
	
	

	(LA)
	
	
	

	network 172.16.255.0 0.0.0.3
	
	
	

	network 172.16.8.0 0.0.0.255
	
	
	

	network 172.16.9.0 0.0.0.255
	
	
	

	network 172.16.10.0 0.0.0.255
	
	
	

	network 172.16.11.0 0.0.0.255
	
	
	

	
	
	
	

	(SEA)
	
	
	

	network 172.16.255.4 0.0.0.3
	
	
	

	network 172.16.0.0 0.0.0.255
	
	
	

	network 172.16.1.0 0.0.0.255
	
	
	

	network 172.16.2.0 0.0.0.255
	
	
	

	network 172.16.3.0 0.0.0.255
	
	
	

	
	
	
	

	CAUTION!!  You won’t be able to ping the Instr_3560 until you set up NAT!!
	
	
	

	But you can ping the outer interface of the ABQ router.
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	========================= NAT =========================
	
	
	

	(ABQ)
	
	
	

	access-list 10 permit 172.16.0.0 0.0.3.255
	
	
	

	access-list 10 permit 172.16.4.0 0.0.3.255
	
	
	

	access-list 10 permit 172.16.8.0 0.0.3.255
	
	
	

	ip nat inside source list 10 interface g0/1 overload
	
	
	

	int s0/0/0
	
	
	

		ip nat inside
	
	
	

	int s0/0/1
	
	
	

		ip nat inside
	
	
	

	int range g0/0.1,g0/0.10,g0/0.20,g0/0.30
	
	
	

		ip nat inside
	
	
	

	int g0/1
	
	
	

	ip nat outside
	
	
	

	
	
	
	

	===================== DHCP =====================
	
	
	

	(ABQ)
	
	
	

	ip dhcp excluded-address 172.16.5.1 172.16.5.99
	
	
	

	ip dhcp pool ABQ-POOL-2
	
	
	

		network 172.16.5.0 255.255.255.0
	
	
	

		default-router 172.16.5.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	ip dhcp excluded-address 172.16.6.1 172.16.4.99
	
	
	

	ip dhcp pool ABQ-POOL-3
	
	
	

		network 172.16.6.1 255.255.255.0
	
	
	

		default-router 172.16.6.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	ip dhcp excluded-address 172.16.7.1 172.16.4.99
	
	
	

	ip dhcp pool ABQ-POOL-4
	
	
	

		network 172.16.7.0 255.255.255.0
	
	
	

		default-router 172.16.7.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	(LA)
	
	
	

	ip dhcp excluded-address 172.16.9.1 172.16.9.99
	
	
	

	ip dhcp pool LA-POOL-2
	
	
	

		network 172.16.9.0 255.255.255.0
	
	
	

		default-router 172.16.9.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	ip dhcp excluded-address 172.16.10.1 172.16.10.99
	
	
	

	ip dhcl pool LA-POOL-3
	
	
	

		network 172.16.10.0 255.255.255.0
	
	
	

		default-router 172.16.10.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	ip dhcp excluded-address 172.16.11.1 172.16.11.99
	
	
	

	ip dhcp pool LA-POOL-4
	
	
	

		network 172.16.11.0 255.255.255.0
	
	
	

		default-router 172.16.11.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	(SEA)
	
	
	

	ip dhcp excluded-address 172.16.1.1 172.16.1.99
	
	
	

	ip dhcp pool SEA-POOL-2
	
	
	

		network 172.16.1.0 255.255.255.0
	
	
	

		default-router 172.16.1.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	ip dhcp excluded-address 172.16.2.1 172.16.2.99
	
	
	

	ip dhcp pool SEA-POOL-3
	
	
	

		network 172.16.2.0 255.255.255.0
	
	
	

		default-router 172.16.2.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	ip dhcp excluded-address 172.16.3.1 172.16.3.99
	
	
	

	ip dhcp pool SEA-POOL-4
	
	
	

		network 172.16.3.0 255.255.255.0
	
	
	

		default-router 172.16.3.1
	
	
	

		dns-server 4.2.2.2 8.8.8.8
	
	
	

		exit
	
	
	

	
	
	
	

	========== Set up the switches now! ==========
	
	
	

	
	
	
	

	===Test with Ping while watching nat translations on ABQ.
	
	
	

	
	
	
	

	================= EIGRP Authentication ==================
	
	
	

	Note: key chain not supported in Packet Tracer!
	
	
	

	key chain EIGRP  (EIGRP is the name of the key chain)
	
	
	

		key 1
	
	
	

			key-string cisco
	
	
	

			int s0/0/0
	
	
	

		ip authentication mode eigrp 1 md5
	
	
	

		ip authentication key-chain eigrp 1 EIGRP
	
	
	

		int s0/0/1
	
	
	

		ip authentication mode eigrp 1 md5
	
	
	

		ip authentication key-chain eigrp 1 EIGRP
	
	
	

	
	
	
	

	================== Route Summarization ==================
	
	
	

	int s0/0/0
	
	
	

	ip summary-address eigrp 1 172.16.8.0 255.255.252.0 (LA)
	
	
	

	ip summary-address eigrp 1 172.16.4.0 255.255.252.0 (ABQ)
	
	
	

	
	
	
	

	int s0/0/1
	
	
	

	ip summary-address eigrp 1 172.16.8.0 255.255.252.0 (SEA)
	
	
	

	ip summary-address eigrp 1 172.16.4.0 255.255.252.0 (ABQ)
	
	
	

	
	
	
	

	===================== Frame Relay =======================
	
	
	

	int s0/0/1                                          
	
	
	

	encap frame-relay
	
	
	

	frame-relay interface-dlci 101
	
	
	

	no keepalive
	
	
	

	exit
	
	
	

	
	
	
	

	========================= SSH =========================
	
	
	

	enable secret cisco
	
	
	

	ip domain-name cisco.com
	
	
	

	crypto key generate rsa  (512)
	
	
	

	username cisco secret cisco
	
	
	

	line vty 0 4
	
	
	

		no transport input all
	
	
	

		transport input ssh
	
	
	

		login local
	
	
	

	
	
	
	

	========================= ACLs =========================
	
	
	

	(ABQ)
	
	
	

	access-list 101 permit tcp 172.16.4.0 0.0.3.255 
	host 192.168.115.9 eq 80
	
	
	

	access-list 101 permit tcp 172.16.4.0 0.0.3.255
	host 192.168.115.211 eq 80
	
	
	

	access-list 101 permit tcp 172.16.4.0 0.0.3.255
	host 192.168.112.23 eq 80
	
	
	

	access-list 101 deny tcp 172.16.4.0 0.0.3.255
	any eq 80
	
	
	

	access-list 101 permit ip any any
	
	
	

	access-list 20 permit host 172.16.7.100 
	
	
	

	int range g0/0.1,g0/0.10,g0/0.20,g0/0.30
	
	
	

		ip access-group 101 in
	
	
	

	line vty 0 4
	
	
	

		access-class 20 in
	
	
	

	
	
	
	

	(LA)
	
	
	

	access-list 101 permit tcp 172.16.8.0 0.0.3.255 host 
	192.168.115.9 eq 80
	
	
	

	access-list 101 permit tcp 172.16.8.0 0.0.3.255 host 
	192.168.115.211 eq 80
	
	
	

	access-list 101 permit tcp 172.16.8.0 0.0.3.255 host 		192.168.112.23 eq 80
	
	
	

	access-list 101 deny tcp 172.16.8.0 0.0.3.255 host 
	any eq 80
	
	
	

	access-list 101 permit ip any any
	
	
	

	access-list 20 permit host 172.16.7.100
	
	
	

	int range g0/0.1,g0/0.10,g0/0.20,g0/0.30
	
	
	

		ip access-group 101 in
	
	
	

	line vty 0 4
	
	
	

		access-class 20 in
	
	
	

	
	
	
	

	(SEA)
	
	
	

	access-list 101 permit tcp 172.16.0.0 0.0.3.255 host 
	192.168.115.9 eq 80
	
	
	

	access-list 101 permit tcp 172.16.0.0 0.0.3.255 host 
	192.168.115.211 eq 80
	
	
	

	access-list 101 permit tcp 172.16.0.0 0.0.3.255 host 
	192.168.112.23 eq 80
	
	
	

	access-list 101 deny tcp 172.16.0.0 0.0.3.255
	any eq 80
	
	
	

	access-list 101 permit ip any any
	
	
	

	access-list 20 permit host 172.16.7.100
	
	
	

	int range g0/0.1,g0/0.10,g0/0.20,g0/0.30
	
	
	

		ip access-group 101 in
	
	
	

	line vty 0 4
	
	
	

		access-class 20 in
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



